Notes by Rahul Sir

Intellectual Property Right (IPR)

When someone owns a house or a motorcycle, we say that the person owns that property.
Similarly, if someone comes out with a new idea, this original idea is that person’s intellectual
property. Intellectual Property refers to the inventions, literary and artistic expressions, designs
and symbols, names and logos. The ownership of such concepts lies with the creator, or the
holder of the intellectual property. This enables the creator or copyright owner to earn
recognition or financial benefit by using their creation or invention. Intellectual Property is
legally protected through copyrights, patents, trademarks, etc.

A) Copyright

Copyright grants legal rights to creators for their original works like writing, photograph, audio
recordings, video, sculptures, architectural works, computer software, and other creative works
like literary and artistic work. Copyrights are automatically granted to creators and authors.
Copyright law gives the copyright holder a set of rights that they alone can avail legally. The
rights include right to copy (reproduce) a work, right to create derivative works based upon it,
right to distribute copies of the work to the public, and right to publicly display or perform the
work. It prevents others from copying, using or selling the work. For example, writer Rudyard
Kipling holds the copyright to his novel, ‘The Jungle Book’, which tells the story of Mowgli, the
jungle boy. It would be an infringement of the writer’s copyright if someone used parts of the
novel without permission. To use other’s copyrighted material, one needs to obtain a license
from them.

Executing IPR: say for a software

e Code of the software will be protected by a copyright
e Functional expression of the idea will be protected by a patent
e The name and logo of the software will come under a registered trademark

(B) Patent

A patent is usually granted for inventions. Unlike copyright, the inventor needs to apply (file) for
patenting the invention. When a patent is granted, the owner gets an exclusive right to prevent
others from using, selling, or distributing the protected invention. Patent gives full control to
the patentee to decide whether or how the invention can be used by others. Thus it encourages
inventors to share their scientific or technological findings with others. A patent protects an
invention for 20 years, after which it can be freely used. Recognition and/or financial benefit
foster the right environment, and provide motivation for more creativity and innovation.

(C) Trademark

Trademark includes any visual symbol, word, name, design, slogan, label, etc.,, that
distinguishes the brand or commercial enterprise, from other brands or commercial
enterprises. For example, no company other than Nike can use the Nike brand to sell shoes or
clothes. It also prevents others from using a confusingly similar mark, including words or
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phrases. For example, confusing brands like “Nikke” cannot be used. However, it may be
possible to apply for the Nike trademark for unrelated goods like notebooks.

Violation of IPR
Violation of intellectual property right may happen in one of the following ways:
(A) Plagiarism

With the availability of Internet, we can instantly copy or share text, pictures and videos.
Presenting someone else’s idea or work as one’s own idea or work is called plagiarism. If we
copy some contents from Internet, but do not mention the source or the original creator, then
it is considered as an act of plagiarism. Further, if someone derives an idea or a product from an
already existing idea or product, but instead presents it a new idea, then also it is plagiarism. It
is a serious ethical offense and sometimes considered as an act of fraud. Even if we take
contents that are open for public use, we should cite the author or source to avoid plagiarism.

(B) Copyright Infringement

Copyright infringement is when we use other person’s work without obtaining their permission
to use or we have not paid for it, if it is being sold. Suppose we download an image from the
Internet and use it in our project. But if the owner of the copyright of the image does not
permit its free usage, then using such an image even after giving reference of the image in our
project is a violation of copyright. Just because it is on the Internet, does not mean that it is free
for use. Hence, check the copyright status of writer’s work before using it to avoid plagiarism.

(C) Trademark Infringement

Trademark Infringement means unauthorized use of other’s trademark on products and
services. An owner of a trademark may commence legal proceedings against someone who
infringes its registered trademark.

e Plagiarism means using other’s work and not giving adequate citation for use.
e Copyright infringement means using another person’s work, without permission or
without paying for it, if it is being sold.
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CYBER CRIME

Criminal activities or offences carried out in a digital environment can be considered as cyber
crime. In such crimes, either the computer itself is the target or the computer is used as a tool
to commit a crime. Cyber crimes are carried out against either an individual, or a group, or an
organization or even against a country, with the intent to directly or indirectly cause physical
harm, financial loss or mental harassment. A cyber criminal attacks a computer or a network to
reach other computers in order to disable or damage data or services. Apart from this, a cyber
criminal may spread viruses and other malwares in order to steal private and confidential data
for blackmailing and extortion. A computer virus is some lines of malicious code that can copy
itself and can have detrimental effect on the computers, by destroying data or corrupting the
system. Similarly, malware is a software designed to specifically gain unauthorized access to
computer systems. The nature of criminal activities are alarmingly increasing day-by-day, with
frequent reports of hacking, ransom-ware attacks, denial-of-service, phishing, email fraud,
banking fraud and identity theft.

' Remember!!
1

|
' Cyber crime is defined as a crime in which computer is the medium of crime (hacking, phishing,
'spamming), or the computer is used as a tool to commit crimes (extortion, data breaches,

Hacking is the act of unauthorized access to a computer, computer network or any digital
system. Hackers usually have technical expertise of the hardware and software. They look for
bugs to exploit and break into the system.

Hacking, when done with a positive intent, is called ethical hacking. Such ethical hackers
are known as white hat hackers. They are specialists in exploring any vulnerability or loophole
during testing of the software. Thus, they help in improving the security of a software. An
ethical hacker may exploit a website in order to discover its security loopholes or
vulnerabilities. He then reports his findings to the website owner. Thus, ethical hacking is
actually preparing the owner against any cyber attack.

A non-ethical hacker is the one who tries to gain unauthorized access to computers or
networks in order to steal sensitive data with the intent to damage or bring down systems.
They are called black hat hackers or crackers. Their primary focus is on security cracking and
data stealing. They use their skill for illegal or malicious purposes. Such hackers try to break
through system securities for identity theft, monetary gain, to bring a competitor or rival site
down, to leak sensitive information, etc.

|
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. Accepting links from untrusted emails can be hazardous, as they may potentially contain a virus

ror link to malicious website. We should ensure to open any email link or attachment only when
it is from a trusted source and doesn’t look doubtful.
|
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Phishing and Fraud Emails

Phishing is an unlawful activity where fake websites or emails that look original or authentic are
presented to the user to fraudulently collect sensitive and personal details, particularly
usernames, passwords, banking and credit card details. The most common phishing method is
through email spoofing where a fake or forged email address is used and the user presumes it
to be from an authentic source. So you might get an email from an address that looks similar to
your bank or educational institution, asking for your information, but if you look carefully you
will see their URL address is fake. They will often use logo’s of the original, making them
difficult to detect from the real! Phishing attempts through phone calls or text messages are
also common these days.

(A) Identity Theft

Identity thieves increasingly use personal information stolen from computers or computer
networks, to commit fraud by using the data gained unlawfully. A user’s identifiable personal
data like demographic details, email ID, banking credentials, passport, PAN, Aadhaar number
and various such personal data are stolen and misused by the hacker on behalf of the victim.
This is one type of phishing attack where the intention is largely for monetary gain. There can
be many ways in which the criminal takes advantage of an individual’s stolen identity. Given
below are a few examples:

e Financial identity theft: when the stolen identity is used for financial gain.

e Criminal identity theft: criminals use a victim’s stolen identity to avoid detection of their
true identity.

e Medical identity theft: criminals can seek medical drugs or treatment using a stolen
identity.

Ransomware

This is another kind of cyber crime where the attacker gains access to the computer and blocks
the user from accessing, usually by encrypting the data. The attacker blackmails the victim to
pay for getting access to the data, or sometimes threaten to publish personal and sensitive
information or photographs unless a ransom is paid.

Ransomware can get downloaded when the users visit any malicious or unsecure
websites or download software from doubtful repositories. Some ransomware are sent as email
attachments in spam mails. It can also reach our system when we click on a malicious
advertisement on the Internet.

Combatting and Preventing Cyber Crime

e The challenges of cyber crime can be mitigated with the twin approach of being alert
and taking legal help. Following points can be considered as safety measures to reduce
the risk of cyber crime:

e Take regular backup of important data
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e Use an antivirus software and keep it updated always

e Avoid installing pirated software. Always download software from known and secure
(HTTPS) sites

e Always update the system software which include the Internet browser and other
application software

e Do not visit or download anything from untrusted websites

e Usually the browser alerts users about doubtful websites whose security certificate
could not be verified; avoid visiting such sites

e Use strong password for web login, and change it periodically. Do not use same
password for all the websites. Use different combinations of alphanumeric characters
including special characters. Ignore common words or names in password

e While using someone else’s computer, don’t allow browser to save password or auto fill
data, and try to browse in your private browser window

e For an unknown site, do not agree to use cookies when asked for, through a Yes/No
option.

e Perform online transaction like shopping, ticketing, and other such services only through
well-known and secure sites

e Always secure wireless network at home with strong password and regularly change it.

INDIAN INFORMATION TECHNOLOGY ACT (IT ACT)

With the growth of Internet, many cases of cyber crimes, frauds, cyber attacks and cyber
bullying are reported. The nature of fraudulent activities and crimes keeps changing. To deal
with such menaces, many countries have come up with legal measures for protection of
sensitive personal data and to safeguard the rights of Internet users. The Government of India’s
Information Technology Act, 2000 (also known as IT Act), amended in 2008, and provides
guidelines to the user on the processing, storage and transmission of sensitive information. In
many Indian states, there are cyber cells in police stations where one can report any cyber
crime. The act provides legal framework for electronic governance by giving recognition to
electronic records and digital signatures. The act outlines cyber crimes and penalties for them.

Cyber Appellate Tribunal has been established to resolve disputes arising from cyber
crime, such as tampering with computer source documents, hacking the computer system,
using password of another person, publishing sensitive personal data of others without their
consent, etc. The act is needed so that people can perform transactions over the Internet
through credit cards without fear of misuse. Not only people, the act empowers government
departments also to accept filing, creation and storage of official documents in the digital
format.

______________________________________________________________________

|
i e Digital signatures are the digital equivalent of a paper certificate. Digital signatures work |
| on a unique digital ID issued by a Certified Authority (CA) to the user. Signing a document |
! digitally means attaching that user's identity which can be used to authenticate. :
o Alicensed CA who has been granted a license to issue it under section 24 of the Indian IT- :
| Act 2000, can issue the digital signature. i



